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DETAILED ACTION 

Claims 1, 13, 17, 18, 29, 35, and 41 have been amended. Claims 2, 12, and 36- 
40 have been cancelled. Claims 1,3-11, 13-35, and 41-45 are still pending. The text of 
those sections of Title 35, U.S. Code not included in this action can be found in a prior 
Office action. 

Response to Amendment 

The examiner has considered the applicant's amendments. The examiner 
withdraws the previous 112, second paragraph rejections in light of the applicant's 
amendments and arguments. 

Response to Arguments 

Applicant's arguments filed on 3/15/2005 with respect to claims 18-35 have been 
considered and are persuasive but are moot in view of the new ground(s) of rejection. 

In the submitted arguments on 3/15/2005, the examiner notes that the applicant 
did not argue against the reference used, Spelman et al (US 5,761 ,31 1), teaching the 
encryption limitations recited in the claims. For example: 

• Encrypting a first region of a text containing a second encryption key using a 
first encryption key. 

• Encrypting a second region of text using the second encryption key. 

• Transmitting a cipher text comprising the encrypted first and second regions. 
As such, the examiner assumes that the applicant agrees that it would have been 
obvious to one of ordinary skill in the art at the time the applicant's invention was made 
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to have used the encryption scheme as recited in the claims and that one of ordinary 
skill would have done so for the motivations given in the previous office action. 

The examiner also notes that the applicant did not argue against any of the 
rejections of the limitations recited in the dependent claims as being improper using the 
references and reasoning applied. As such, the examiner assumes that the applicant 
agrees that the rejection of the limitations recited in the dependent claims are proper, 
excluding the limitations inherited from the independent claims of course. 

Claim Objections 

Claim 7, 10, 11, and 16 objected to because of the following informalities: claim 
7, 10, 11, and 16 each depend on claim 2, which have been cancelled. The examiner 
assumes the applicant mean claim 1 instead of 2. 

Appropriate correction is required. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 18, 22-23, 30, and 35 are rejected under 35 U.S.C. 103(a) as being 

unpatentable over Spelman et al (US 5,761,311) in view of Orrin (US 6,01 1,849). 

Claim 18: 
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Spelman discloses a computer readable medium encoded with processing 
instructions for implementing a method of encrypting a text sent between a sender and 
a receiver performed by a computer, the method comprising: 

1 . Encrypting a first region of the text using a first encryption key, where the first 
region contains a second encryption key (col 1, lines 42-56). 

2. Encrypting a second region of the text using the second encryption key (col 1 , 
lines 42-56). 



Spelman does not explicitly disclose: 

1 . Decrypting the first region of the text using the first encryption key. 

2. Extracting the second encryption key from the decrypted first region. 

3. Decrypting the second region of the text using the extracted second encryption 
key. 



However, Orrin discloses that the decryption is generally the equivalent of an 
encryption operation in reverse (col 9, lines 34-36). It was established in the last office 
action that the encryption method disclosed by Spelman was more complicated that the 
encryption method recited by the applicant. However, it was also established that 
Spelman still taught the above recited encryption method and one of ordinary skill would 
have been motivated to use the less complicated version as the more complicated 
version is not always needed, depending on how strong an encryption one wants. As 
such, it would have been obvious to one of ordinary skill in the art at the time the 
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applicant's invention was made that if a text was encrypted using the encryption method 
recited in claim 18, to decrypt the text, one must use the decryption method as recited 
above it is the reverse of the encryption process. One of ordinary skill would have been 
motivated to do so in light of common decryption process as disclosed by Orrin (col 9, 
lines 34-36). Note that to extract the second key, the receiver must also have 
information related to the second key. 
Claim 22: 

Spelman does not disclose the computer readable medium of claim 18, wherein 
the second encryption key is smaller than the first encryption key. However, one of 
ordinary skill would recognize that as the first encryption key is being used to protect the 
second encryption key, the second one does not have to be as large as the first. A 
smaller second key would allow for faster encryption of the bulk of the message. In this 
manner, a compromise between security and encryption speed can be reached. 
Claim 23: 

Spelman and Orrin do not disclose the size of the first encryption key is fixed, 
and the size of the second encryption key is varied by a transmission unit within the first 
region. However, one of ordinary skill would be motivated to do so as by fixing the size 
of the first encryption key, that information would not have to be transmitted to a 
receiving party via secure channel more than once if the receiving party was expected 
to receive multiple encrypted messages using the same encrypting method. This would 
save on the amount of network resources used by the system. By varying the size of 
the second encryption key by a transmission unit within the first region, one of ordinary 
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skill would make the second key more secure, thus perhaps making up for the first 
encryption key not being as secure as its size is fixed. 
Claim 30: 

Spelman does not explicitly disclose a computer readable medium encoded with 
processing instructions for implementing a method of decrypting an encrypted text sent 
between a sender and a receiver performed by a computer, the method comprising: 

1 . Decrypting the first region of the encrypted text using a first encryption key, 
where the first region contains a second encryption key. 

2. Decrypting a second region of the encrypted text using the second encryption 
key. 

However, is has been established already that Spelman teaches: 

1 . Encrypting a first region of the text using a first encryption key, where the first 
region contains a second encryption key (col 1 , lines 42-56). 

2. Encrypting a second region of the text using the second encryption key (col 1 , 
lines 42-56). 

Orrin discloses that the decryption is generally the equivalent of an encryption 
operation in reverse (col 9, lines 34-36). The decryption method recited in claim 30 is 
the reverse operation of the encryption method that has been established as being 
taught by Spelman. It would have been obvious to one of ordinary skill in the art to use 
the decryption method as recited in claim 30 in light of Orrin's teachings. One of 
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ordinary skill in the art would have been motivated to do so for the same reason given in 
claim 18. 
Claim 35: 

Spelman does not explicitly disclose the computer readable medium according to 
claim 30 f wherein a first region of the encrypted text is smaller than a second region of 
the encrypted text, and a size of the first encryption key is larger than a size of the 
second encryption key. However, one of ordinary skill would recognize that as the first 
encryption key is being used to keep the second key safe, its strength would need to be 
stronger than the second, therefore its size would need to be larger. Further, as speed 
is a concern in encryption also, since the second encryption key is smaller, encryption 
using it would be faster, so as the second part of the message is encrypted using the 
second encryption key, it would make sense to make the second part of the message 
larger as this would allow encryption of the entire message to go faster. 

Claims 19, 24-29, and 41-45 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Spelman et al (US 5,761 ,31 1 ) in view of Orrin (US 6,01 1 ,849) and 
further in view of Lynn et al (US 5,345,508). 
Claim 19: 

Spelman et al do not explicitly disclose sending the first encryption key and 
information related to the second encryption key through a safe transmission path. 
However, Orrin disclosed that decryption is generally the reverse. of encryption (col 9, 
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lines 34-36). As the first key was used to encrypt the first part of the message, the 
receiver would need the first key to decrypt the first part. Also, as the second key was 
used to encrypt the second part of the message, one would need the information related 
to the second key so that one may obtain the second key to decrypt the second part. 
There is no other way around this using the encryption method of claim 18, so one must 
therefore send the first encryption key and information related to the second encryption 
key to the receiver. 

Spelman et al also do not disclose that the message was transmitted using a 
safe transmission path. However, Lynn et al disclose the transmission of confidential 
information such as a secret key through the use of a secure channel (col 1 , lines 31-37 
and fig 1 (a)). One of ordinary skill would recognize that it would do no good to encrypt a 
message and transmit how it was encrypted to an intended party if the method and key 
used for encryption were fall into the hands of a hacker, so one of ordinary skill would 
most likely use a secure channel when transmitting such information. 
Claim 24: 

Spelman does not explicitly disclose the information related to the second 
encryption key includes size and position information of the second encryption key. 
However, as mentioned already, an decryption process is often the reverse of the 
encryption process as disclosed by Orrin (col 9, lines 34-36), so one of ordinary skill 
would recognize that one would need to send to a party who will be decrypting a 
message the information related to the second encryption key including the size and 
position information of the second encryption key. 
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Claim 25: 

Spelman does not explicitly disclose the position and size information of the 
second encryption key are fixed. However, one of ordinary skill would be motivated to 
keep the position and size information of the second encryption key fixed as then that 
information would only be needed to be transmitted to a decrypting party once. This 
would save on network resources in networks where speed is more important than 
greater security. 
Claim 26: 

Spelman does not explicitly disclose the position and size information of the 
second encryption key are varied. However, one of ordinary skill would be motivated to 
vary the size and position information of the second key as sometime greater security is 
more important than encryption speed or conserving uses of network resources. 
Claim 27: 

Spelman does not explicitly disclose the first region of the text is smaller than the 
second region of the text. However, one of ordinary skill in the art would be motivated 
to keep the first region of text smaller than the second region as the larger the region 
that must be encrypted with the first encryption key, the longer it would take to do the 
encryption. As the second encryption key is encrypted by a first encryption key, which 
one of ordinary skill would presumably choose to be stronger than the second 
encryption key, it would be faster to encrypt most of the message with the second 
encryption key than the first. 
Claim 28: 
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Spelman does not explicitly disclose sending information on a starting address of 
the second region through the safe transmission path. However, it would be obvious to 
one of ordinary skill in the art at the time of the applicant's invention to send such 
information, as it would be needed to properly decrypt the message. Further, Lynn et al 
disclose that the use of a safe transmission path to transmit sensitive information was 
known at the time of the applicant's invention (col 1, lines 21-27 and fig 1(a)). One of 
ordinary skill would use the safe transmission path to transmit this needed information 
so that a hacker would not gain this information and more easily break the encryption. 
Claim 29: 

Spelman does not explicitly disclose sending a cipher text comprising the first 
and second portions through an unsafe transmission path and obtaining the safe 
transmission path through authentication operations. However, Lynn et al disclose in fig 
1(a) a cipher text message being sent over a public or unsafe transmission path. As the 
message is already encoded, one of ordinary skill would be motivated to send through 
the unsafe path as it would probably be faster and cheaper to do so. Neither Spelman 
et al nor Lynn et al disclose that the safe transmission path is obtained via 
authentication operations, but the examiner would like to use official notice to note that 
obtaining a safe path via authentication operations was well known at the time of the 
applicant's invention. One of ordinary skill would be motivated to make use of 
authentication operations to obtain a safe path as it is a simple and quick way of 
obtaining the safe path. 
Claim 41: 
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Spelman does not explicitly disclose a receiver for receiving encrypted text, 
comprising: 

1 . An authenticator to obtain a safe transmission path through which a first 
encryption key and information related to a second encryption key are received. 

2. A decryptor to decrypt a portion of the encrypted text using the first encrypted 
key, to extract the second encryption key from the decrypted ported using the 
information related to the second encryption key, and to decrypt another portion 
of the encrypted text using the second encryption key. 

However, as established in the last office action, an authenticator for obtaining a 
safe transmission path was known at the time the applicant's invention was made. 
They are usually used for verification purposes. Further, Lynn discloses the use of a 
safe transmission path to receive sensitive data such as an encryption key (col 1 , lines 
21-27 and fig 1(a)). One of ordinary skill would be motivated to use to obtain a safe 
transmission path through which a first encryption key and information related to a 
second encryption key are received because it would do no good to encrypt a text if the 
key to decrypt it falls into the hands of a hacker. 

Lynn also does not disclose a decryptor to decrypt a portion of the encrypted text 
using the first encrypted key, to extract the second encryption key from the decrypted 
ported using the information related to the second encryption key, and to decrypt 
another portion of the encrypted text using the second encryption key. However, Orrin 
discloses that decryption is generally the equivalent of an encryption operation in 



Application/Control Number: 09/833,793 Page 12 

Art Unit: 2135 

reverse (col 9, lines 34-36). The decryption method recited in claim 30 is the reverse 
operation of the encryption method that has been established as being taught by 
Spelman. It would have been obvious to one of ordinary skill in the art to use the 
decryption method as recited in claim 41 in light of Orrin's teachings. One of ordinary 
skill in the art would have been motivated to do so for the same reason given in claim 
18. 

Claim 42: 

Spelman does not explicitly disclose the information related to the second 
encryption key comprises size and position information of the second encryption key 
and the encrypted text is sent/received through an unsafe transmission path. However, 
Lynn discloses an encrypted text being sent/received through an unsafe transmission 
path (col 1, lines 21-27 and fig 1(a)). One of ordinary skill might want to send through 
an unsafe transmission path as it would be faster to do so and the text is encrypted 
already, therefore secure. Lynn et al also do not disclose the information related to the 
second encryption key comprising size and position information of the second 
encryption key. However, the information must comprise the size and position 
information as these information are needed to decrypt the message properly. 
Claim 43: 

Spelman discloses the receiver comprises an information appliance (col 4, lines 

47-54) 
Claim 44: 

Spelman discloses the receiver comprises a computer (col 4, lines 47-54). 
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Claim 45: 

Spelman discloses the receiver comprises a server (col 4, lines 47-54). 

Claim 20 is rejected under 35 U.S.C. 103(a) as being unpatentable over Spelman 
et al (U.S. 5,761 ,31 1 ) in view of Orrin (US 6,01 1 ,849) and Lynn et al (U.S. 5,345,508) 
and further in view of Ganesan et al (U.S. 5,588,061). 
Claim 20: 

Spelman discloses that his invention can be used with computers and computer 
readable mediums (col 4, lines 48-54). Spelman does not disclose the computer 
readable medium of claim 19, wherein the larger first encryption key comprises an 
encryption key that is 56 bits or more. However, Ganesan discloses the use of an 
encryption key that is 56 bits or larger in size (col 6, 1 st paragraph). One of ordinary skill 
would be motivated to use an encryption key that is 56 bits or larger for the first key as 
this would allow for greater encryption strength for the first key. 

Claim 21 is rejected under 35 U.S.C. 103(a) as being unpatentable over Spelman 
et al (US 5,761 ,31 1) in view of Orrin (US 6,01 1 ,849) and Lynn et al (US 6,5345,508) 
and further in view of Seheidt et al (US 5,787,173). 
Claim 21: 
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Spelman, Orrin, and Lynn do not disclose the first encryption key comprises a 
public/asymmetric key for use with a public/asymmetric key encryption method. 
However, Seheidt et al disclose that the use of public key encryption was well known by 
one of ordinary skill in the art at the time of the applicant's invention (col 3, lines 4-31). 
One of ordinary skill would be motivated to use public key encryption for the first 
encryption key, as public key encryption is inherently more secure than common 
encryption keys, though encryption with it takes longer. One of ordinary skill would use 
public encryption keys where concerns for security far outweigh concern about 
encryption speed. The fact that public key encryption is typically slow, though strong 
was disclosed by Spelman also (col 8, last paragraph and col 9, 1 st paragraph). 
Spelman disclosed that there are instances when it is more appropriate to use either 
public key or common key encryption over the other depending if one wanted speedier 
performance or greater encryption strength. The examiner would like to note that public 
keys are also known as asymmetric keys. 

Allowable Subject Matter 

Claims 1,3-11, 13-17, 31-33 contain allowable subject matter. 

As per independent claim 1 , the examiner was able to find art which reads on the 
encryption method recited in claim 1 . However, the examiner was not able to find the 
following limitations: 
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1 . Transmitting the first encryption key, region segmentation information for 
segmenting the text into the first region and the second region, and information 
related to the second encryption key through a safe transmission path. 

2. Decrypting the first region of the transmitted cipher text using the transmitted first 
encryption key and the transmitted region segmentation information. 

One prior art found by the examiner disclosed that the decryption process is 
generally the equivalent of an encryption operation in reverse. However, the prior art 
found by the examiner which reads on the encryption method recited in claim 1 not only 
divided the text into segments, it also divided the text into blocks of data which are then 
sent to a receiver. The decryption process which the prior art used differ from the one 
recited by the applicant in claim 1 in that there was no need to send the region 
segmentation information to the receiver or use this information in the decryption 
process as the sender already took care to divide the text into blocks in which a key 
could be used without having to worry about how much of the message can be 
decrypted by the key. The examiner could find no motivation in the prior art which 
would explain why one of ordinary skill would transmit the region segmentation 
information and use said region segmentation information in the decryption process. 
Any motivation the examiner could suggest was suggested already by the applicant. 

A similar limitation is recited in independent claim 13. Claims 3-11 and 14-17 
depend on claims 1 or 13. Claims 7, 10, 11, and 16 each contain minor informalities, 
but would be allowed if they were fixed. 
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As per claim 31, it also recites decryption using the region segmentation 
information and as such contain allowable subject matter. Claim 32 and 33 depend 
from claim 31. 



The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

1. Kato (US 6,381 ,331). 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Ponnoreay Pich whose telephone number is 571-272- 
7962. The examiner can normally be reached on 8:00am-4:30pm Mon-Fri. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on 571-272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). // 
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